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UNITED STATES DISTRICT COURT 
SOUTHERN DISTRICT OF FLORIDA 


TRA KLEINMAN, AS THE PERSONAL 
REPRESENTATIVE OF THE ESTATE OF 
DAVID KLEINMAN, AND W&K INFO DEFENSE 
RESEARCH, LLC, 

Plaintiffs, 

-against- Index No.: 
9: 18=-CV-80176 

CRAIG WRIGHT, 

Defendant. 


55 Hudson Yards 
New York, New York 
July 24, 2019 

L200: P.M. 


EXAMINATION BEFORE TRIAL of JONATHAN WARREN, a 
Non-Party Witness herein, taken by the attorney for 
the respective parties, pursuant to Notice, held at 


the above-stated time and place, before Melissa 





Leonetti, RPR, a Notary Public of the State of New 
York. 


DLS latiahe al ie es) v eounten=paod 


Redacted 
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A PEARANCE 8: 


BOIES SCHILLER FLEXNER, LLP 
Attorneys for the Plaintiff 
100 SE 2nd Street, Suite 2800 
Miami, Florida 33137 





ROBERT KEEFE, ESQ. 





rkeefe@bsfllp.com 
VELVEL FREEDMAN 











vfreedman@bsfllp.com 


RIVERO MESTRE, LLP 





Attorneys for the Defendant 
2525 Ponce de Leon Boulevard 
Miami, Florida 33134 

ZALMAN KASS, ESQ. 





zkass@riveromestre.com 


AMANDA McGOVERN, ESQ. 


amcgovern@riveromestre.com 


ALSO PRESENT: 
RICHARD EASTMAN, VIDEOGRAPHER 
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FEDERAL STIPULATIONS 


IT IS HEREBY STIPULATED AND AGREED, by and 
between the parties hereto, through their 
respective Counsel, that the certification, 


sealing and filing of the within examination will 





be and the same are hereby waived; 

IT IS FURTHER STIPULATED AND AGREED that all 
objections, except as to the form of the question, 
will be reserved to the time of the trial; 

IT IS FURTHER STIPULATED AND AGREED that the 


within examination may be signed before any Notary 


Public with the same force and effect as though 


signed and sworn to before this Court. 
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THE VIDEOGRAPHER: We are now on the 
record. This begins videotape number 1 in 
the deposition of Jonathan Warren in the 
matter of the Estate of David Kleinman, et 
al., versus Craig Wright, filed in the United 
States District Court, Southern District of 
Florida, case number 18-CV-80176. 

Today is July 24, 2019, and the time is 
approximately 1 p.m. This deposition is 
being taken at Boies Schiller Flexner at 55 
Hudson Yards in New York, New York, at the 
request of Boies Schiller Flexner. 


The videographer is Richard Eastman of 


Magna Legal Services, and the court reporter 


is Missy Leonetti of Magna Legal Services. 
Will counsel and all parties present 
state their appearances and who they 


represent. 





MR. KEEPER? Robert Keete on behalr-oi 
the plaintiffs. 

MR. FREEDMAN: Vel Freedman on behalf 
of the plaintiffs. 

MR. KASS: Zalman Kass on behalf of Dr. 
Craig Wright. 


MS. McGOVERN: Amanda McGovern on 
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QO. Good afternoon, Mr. Warren. Can you 


please state your name for the record. 


A. Sure. It's Jonathan Warren. 
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ee, ee) ee ee 
Mr. Warren, how old are you? 
34. 
Where do you live? 
I live in Brooklyn in Bed-Stuy. 

. In we could, I would like to go through 
your education after high school, so if you could 
start with whatever the first -- if you had any 
additional schooling aiter high sehool. 

A. I went to the University of Cincinnati 
and studied computer science, and I graduated in 
2012. 


You got a bachelor's in computer science? 


= 
Where do you currently work? 
I work at a company called HighSide 


Incorporated, which was a company that I started 


with two other individuals, and I work from home. 


Oe Okay. Have you worked there since 2012? 
A. No. I've worked at HighSide for three 
years. Before that, I worked at a different Bitcoin 


company called Coin Apex. Before that I worked at 
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Bitinstant, which was another Bitcoin company. 
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Do you know what Bitmessage is? 


Yes. 


How do you know what Bitmessage is? 


I created it. 





What is Bitmessage? 





Bitmessage is a fully decentralized, 


trustless peer-to peer messaging system which allows 


people to exchange simple messages ] 








messages in a way that doesn't invol 


third parties. 





like short text 


Ve: a. Server OF 


O. Is Bitmessage a software? 
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Page 10 


A. Bitmessage is a software and a protocol, 
so the Bitmessage protocol specifies that how 
Bitmessage software can communicate with other 
clients in the same way that email is a protocol and 
also a type of client which utilizes the protocol. 

‘en When did you first start working on 
Bitmessage? 

A. vA OM 

Q. Do you recall when in 2012? 

A. Probably in the summer. Early summer, I 
think. 

Q. Okay. What was the first thing you did 
when you began working with Bitmessage? 

A. Planning out how the protocol could work, 
Just thinking and sketching on paper how I thought 
clients could communicate. 

It borrows a lot of technology from 
Bitcoin, specifically how transactions are relayed 


through the network, and I believe I just started 


planning out what -- or how the protocol would 


work, how clients would communicate with one 
another. 
Or. Did you eventually start writing code? 
A. Almost immediately. 


In the early summer of 2012 is when you 
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started? 

A. Yes. 

Q. Did anyone assist you or help you in the 
early summer of 2012 developing or coding 
Bitmessage? 

A. No. 

O. You were working on your own? 


A. Yes. 
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Os Mr. Warren, I'm going to hand you what I 


would like to mark as Plaintiff's 2. 
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Page 12 
A. This is a white paper that I wrote in 
2012, right, as I released Bitmessage. The purpose 
of this was to explain how the system works to other 


people, especially technical people who could 





understand the intricacies of these sorts of 
protocols. 
OQ. Did anyone help you write it? 
No. 
Did anyone edit it for you? 
No. 
When did you first start writing it? 
I don't remember. 
Or. Was it after you finished coding 
Bitmessage? 
A. Yes. The coding was almost completely 
done when I was working on this. 
Ox Did there come a time when you shared 
this white paper with anyone? 
A. No. 
QO. Did there come a time when it was 
published to the public? 


A. It was only published to the public when 


I posted it about -- when I posted it in a forum 


called the Bitcoin Talk forum which is utilized by a 


lot of Bitcoin users. 
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Page 13 


O.« Do you know when it was that you posted 
Lt to the Bitcoin Talk forum? 

A. I believe it was right around this date, 
November 27th. I don't remember exactly. 

Ds That's the date that*s reflected. om Lhe 
document? 

A. Yes. 

O. I know you said it was published after 
you said you finished the coding. Was it published 
before or after the software was released to the 
public? 

A. It was -- well, I put the code on GitHub, 
and the code was technically available before I 
released this to the public, but it -- I have no 
reason to believe that anyone accessed the code 
before I publicized it. So from my perspective, 
from a practical point of view, the code and the 
paper were published at the same time. 

Os You mentioned GitHub. What is GitHub? 

A. GitHub is a source code control service 
on the Internet that developers can use to 


collaborate. 


Or». Is it a website that can be accessed by 
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What is the URL? 

A. GitHub.com. 

Oa Did there come a time -- you mentioned 
you released the Bitmessage software or GitHub.com? 

A. Yes. 

QO. When was that date? 

A. November 19, 2012. 

Q. Prior to November 19, 2012, did you ever 
share the Bitmessage software or source code with 
anyone? 


A. No. 





Q. Were there ever any beta testers of the 
Bitmessage software prior to its release on November 
19, 20/2% 

A. No. 

OQ: Prior to November 19, 2012, where was the 
Bitmessage source code software located? 

A. It was located on my personal computer at 
home and also my work computer. 

es Would it have been possible for anyone 
besides you to run Bitmessage prior to November 19, 
2012? 

A. No. 


Os Would it have been possible for anyone 


besides you to have sent a Bitmessage prior to 
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November 19, 2012? 

A. No. 

Q. Would it have been possible for anyone 
other than you to have received a Bitmessage prior 


to November 19, 2012? 


MR. KASS: Objection to the form. 


ee eee eee) 


MR. KASS: Same objection. 


Oo. Are you aware that you're being deposed 


in a lawsuit going on between the Estate of Dave 





Kleinman and Dr. Wright? 


MAGNA® 


LEGAL SERVICES 


Case 9:18-cv-80176-BB Document 600-18 Entered on FLSD Docket 06/26/2020 Page 16 of 





Page 16 
A. Yes. 
O. In this lawsuit, there was a hearing on 
June 20, 2019, and at that hearing Dr. Wright 
testified that, quote, if you look at the GitHub, 
you'll find that Bitmessage actually came out 
originally in July, end quote, of 2012. 
Is that a true statement? 
MR. KASS: Objection to the form. 
No. 


De ee ee) ee eee) ee 
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number 
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O. Okay. Looking at the first page of this 
document at the bottom of the screenshot, it says 
Jonathan Warren committed on November 11, 2012. 

A. Un=hah, 

QO. Is that you? 

A. Yes. 

O. And then looking at the next pages, the 
commits appear to have been submitted by Atherosl1? 

A. Yes. 

Is that also you? 
Yes. 


Why did you have two accounts? 


Q 
A. 
Q. 
A 


It's likely that on my work computer I 
was logged in one way and on my home computer I was 


logged in another way. That's likely the 
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Page 
difference. 
O. The document also shows that the initial 
commit was on November 11, 2012? 
A. Yes. 
oF Okay. I will take that document back 


from you. 





i Golig Lo hand "your whiar. Im scqouncg te 
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Bitmessage was marked as 
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Do you recognize this document as the 





elaine, One Gels alias. eul tckeniiiaie 2 


A. 


Or. it shows that the only thing you did 








on November 11, 2012, was upload text file that 








Says PyBitmessage? 


A. C@rene Cie. 








Ox Mmageing to show you you what 

















qnenelkech eve Pilaaiimealici’ S mpxinaloadic 5). 








(Whereupon, a Bitmessage was marked 
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I'm going to hand you back what was 
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Page 

















Conparuson. i= you go back tonPlaamen & inp .<ghab) onli 











3, you'll see the next commit was done on November 
ecirs 20Ieee. 


A. Yes. 


redo 1} 








SJ oda@allealicl 











OF What's been marked as Plainti 


5, once you review it, do you recognize this 





document as the details of the commit that occurred 





om Neowemben 19. 2022 


A. Yes. 








On And this shows that the first time you 








uploaded the source code in rentable software on 





GitHub was on November 19, 2012? 





A. Yes. 





That commit was on November 19, 2012? 


Yes. 





That's when you upload the sottware 








source code of Bitmessage to GitHub? 





KASS: Objection to the form. 





Bheresany Way anyone, OLner than 





could have sent or received a Bitmessage prior 





when you uploaded Ehe source code and sottware 


GitHub? 
MR. KASS: Objection? 


Not to my knowledge. 
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Mr. Warren, what is a Bitmessage address? 
A. A Bitmessage address is a hash of a 


publish key. 





QO. Have there have been different versions 


of Bitmessage addresses? 





A. Yes. I believe there have been four. 

Q. Okay. How would you know that a 
Bitmessage address is a fourth version? 

A. Every Bitmessage address has the version 


encoded into it. 


me 2 ee ee eee) eee) 
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Page 21 
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Do you remember when version 4 








Bitmessage addresses came to be used? 


A. I didn't remember exactly. I believe it 





was at least six months to a year after the software 


was initially released. 
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says page 9 of 10 is a more legible version that 








does not bear the Bates stamp. So you can use this 
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one that has a more legible version. 


A. Okay. 
Do you see the bottom message in this -- 
== ain the "from" field? 
Yes. 
It shows an address beginning with BM-2C? 
A. Yes. 
Q. And it also shows a received date of 


October 22, 2012? 


you have any doubt that the date shown 
here, October 22, 2012, is forged? 
MR. KASS: Objection to the form. 
You can answer. 


Could you repeat the question. 
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MR. KASS: Objection to the form. 


MR. KASS: Lack of predicate. 


DD HE ee ee 
BO EE eee ee 
DE a ee 
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Q. Again, I will represent to you that 





because the first page that bears the Bates number 





13147 may be hard to read that the second page is 





just a more legible version of the same document. 








When someone creates a Bitmessage 
account, can they -- they can create their own 


account name? 
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Page 25 
MR. KASS: Objection to the form. 


A. They -- no. The protocol doesn't include 
names at all. If you add an entry to an address 
book as is shown on this piece of paper, that is 


entered by the person controlling your own client. 


MR. KASS: Objection to the form. 

sc 
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Oo» Is it possible to assign a name to a 
public address that you do not own? 


MR. KASS: Objection to the form. 
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A. Yes. 

OQ. I will take back that document. When you 
assign a name to a public address, would your client 
show that name regardless of who the address 
actually belongs to? 

A. Yes. 


On I'm going to hand you what will be marked 





fone || 


ais) (ilevibaheaieie sy 1), 


(Whereupon, a Document was 





Pilenincahcic Se mpionlionic Seino walclAianieaLs 








direct your 


attention to the messag g s displayed on the 





bearing Bat number 0204. 


Wheat —bs) the subject 


Do you mean the one 





EIU DicOCSSS « 
KASS: I object to the use of this 
document. Mr. Warren's not on it, and I 
don't see how he has a basis to provide any 
testimony on it. 
MR. FREEDMAN: It's our position that 


he created the software that this message is 
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Page 27 
being displayed at, so he has the ability to 
opine the authenticity of the message that 
predates the program's actual creation, but 
your objection is preserved. 
MR. KASS: Mr. Warren is not an expert 
witness. He's a fact witness. And that 


objection goes for all these other 





Bitmessages that have been presented and that 


will be presented during this deposition. 





MS. McGOVERN: Do you intend to have 
this witness opine as to the state of mind of 
messages between two individuals ona 
document that he is not on and he's not a 
recipient of and he's not the subject of? Is 
that the intention? 


MR. FREEDMAN: Our intention is to get 





his testimony, his honest testimony. 


BU ee eee ee) 
EE ee ee ee ee ee) 
ee) 8 ee a) eee) 
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MR. KASS: Objection. 
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Page 
Or ANG WwhomGdoes sence document simGacaken the 
message was sent to? 
KASS: Objection to the form. 


message indicates Craig S. Wright. 





When Goss ene) Gocument slmcicete 








Bitmessage was received? 


MR. KASS: Objection to the form. 





A. It indicates Tuesday, November 6, 2012. 


On Would it have been possible for Craig 











Wright to receive a Bitmessage from Dave Kleinman on 
November 6, 2012? 
MR. KASS: Lack of predicate. 


Objection. 





A. IL Coa See iow ate Coulicl iss. 


Why Ss) thabe 











A. Because the software was not publicly 


released at that time. 





OF When was the sottware publicly released? 
A 





Nememoeian oy meAOleZ. 





OF Do you have any doubt that the date this 





document shows as the message being received is 





forged? 
MR. KASS: Objection to the form. Lack 
of predicate. 


A. Nor 
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labels. 


iF eS ime) 


I would 





draw your 


to the page Bates number 23255. 





the 








legible version, 





In the message that's 





arrow drawn Next co Leren this page. 


the document 


objections I raised before with that 


Bitmessage. 


A. @igenne 


And who document show the 


OF 
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Bitmessage was sent to? 
MR. KASS: Objection to the form. 
Dave Kleinman. 


And on what date does the document show 








Bitmessage was sent? 
MR. KASS: Objection to the 


A. Wednesday, November 7, 2012. 





@F Would it have been possible 








Wright to send Dave Kleinman a Bi 
November 7, 2012? 
MR. KASS: Objection. Lack of 
predicate. 
A. [sdon tt see how he couldihave: 


OF Would it have been possible for anyone 





other than you to send a Bitmessage on November 7, 


Z012 2 
MR. KASS: Objection. 


A. No. 





Or Do you have any doubt that the date field 








on this document for this message is forged? 








MRe hASS*s Objection. shack or 
predicate. 

A. No. 

Q. In this same document -- actually, the 


next page which bears -- 
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Leading. 





number 23256 -- in the legible 





document, it's also the next page, page 5 the 








document thar Ss {shownvas selected Mere, scan you ell 
me what the subject is. 
MR. KASS: Same objections as the prior 
document. 
A. Regarding the trust process. 


@F Who does this -- who does the document 





Bitmessage was sent by? 
MR. KASS: Objection to the form. 
Dave Kleinman. 


OF And who does the document show that the 





Bitmessage was sent to? 
A. Creo ss. Wright. 
MR. KASS: Objection to the form. 


On what date does the document show that 








age was received? 





MR. KASS: Objection to the form. 


Thursday, November 


OF Would it have been possible for Craig 





WL iGiEw==“sorryi== (ior Dave Kicinnany ce Send Tro 





Craig Wright a Bitmessage on November 8, 2012? 
MR. KASS: Objection to the form and 


lack of predicate. 


MAGNA®© 


LEGAL SERVICES 


Case 9:18-cv-80176-BB Document 600-18 Entered on FLSD Docket 06/26/2020 Page 32 of 





MR. KASS: Objection to the form. 
of predicate. 


nr] © | o.Otker than yoursete? 


MR. KASS: Same objection. 


MR. KASS: Objection to the form. Lack 
of predicate. 

QO. I will take that document back. 

I'm now going to hand you what I'll 

have marked as Plaintiff's 11. 

(Whereupon, Bitmessages were marked as 
Plaintiff's Exhibit 11 for identification, as 
of this date.) 

Q. Again, as with the other documents, 
there's two printouts here, one bearing Bates 
numbers and the other that's just a more legible 
version of the same documents. 


On the first page, which bears Bates 


number 13376, I would like to draw your attention 
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to the message that's being shown as selected. 





Can you tell me the subject of this message. 
MR. KASS: Same objections as all the 
prior Bitmessages that you have been shown. 
A. iPOSSE 
QO. Who does the document show that the 


message was sent by? 


MR. KASS: Objection to the form. 





Dave Kleinman. 

Who does the document show that the 
SSME. OY 

MR. KASS: Objection to the form. 


6 


Gaalslatien eSig Vpanuicianer 





On On what date does the document show 





Bitmessage was received? 
MR. KASS: Objection to the form. 


IN Sunday, November 11, 2012. 





oO 


OF I it possible that Dave Kleinman sent 














Craig Wright a Bitmessage on November 11, 2012? 





MR. KASS: Objection to the form. Lack 
of predicate. 
A. No. 


On Could anyone have sent a Bitmessage 





on November 11, 2012? 





them yoursel 


MR. KASS: Objection to the form. Lack 
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of predicate. 
AN 6 Nor 


Do you have any doubt that the date shown 





field for this message is forged? 





MR. KASS: Objection to the form. Lack 
of predicate. 


fie No. 








OF Ie Worl WOUICl (elie TO wis Merce 





bears Bates number 13377. 
A. (Witness complies.) 
MR. KASS: I'm going to raise my same 


objections for all these Bitmessages. 





OF On the document 


this document shows as being select 





as Coethiianta Slaw Telag.S 





by? 
Objection to the form. 
Wright. 
Who does the document show the Bitmessage 
Ico 4 
MR. KASS: Objection to the form. 


Dave Kleinman. 
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does the document show the 








Bitmessage was sent? 
MR. KASS: Objection to the 


A. tuesday, November 13, 2012 








OF Would it have been possible for Craig 
Wright to send to Dave Kleinman a Bitmessage on 


November 13, 2012? 





MR. KASS: Objection to the form. Lack 
of predicate. 
A. No. 


OF Could anyone other than yoursel: have 


or received a Bitmessage on November 13 





MR. KASS: Objection to the form. Lack 
of predicate. 


ING No. 





OF Is there any doubt in your mind that the 





fe 
| 





INES ESC) Alicl TINS Siceucwisy seweJlel seo 





is forged? 





MR. KASS: Objection to the form. Lack 
of predicate. 
A. No. 
Os I will take the documents back. 


possible Chat Craig 
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MR. KASS: Objection to the form. Lack 


of predicate. 


Le lpessie lesraat epee 





sitmessage on November 





MR. KASS: Objection to the form. Lack 
of predicate. 


No. 





KS Te possible. that Dre Wright, Senex 
on November 7, 2012? 
MR. KASS: Objection to the form. Lack 


of predicate. 





ible that Dr. Wright sent or 
received a Bitmessa on November 8, 2012? 
MR. KASS: Objection to the form. Lack 


of predicate. 





ie possible Ehat. Dew Wright 


sitmessage on November 11, 2012? 





MR. KASS: Objection to the form. Lack 
of predicate. 


No. 





A. 
oF is it possible that Dr. Wright sent or 





ssage on November 13, 2012? 
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MR. KASS: Objection to the form. Lack 


of predicate. 


MR. KASS: Objection to the form. 


MR. KASS: Objection to the form. 


ES ee eee ee 


ee 2 es) 
EO ee ee) 
BE WE ee) ee ee eee) 
|, EFTFTtrCUMTC téeSSSC(‘é<‘CCYRSS CTC 
eFC 


MR. KASS: Objection to the form. 
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MR. KASS: Objection to the form. 


MR. KASS: Objection to the form. 


Ov. Based on the documents you've reviewed 
today, is it possible to verify that the sender 
reflected in the "sender" field was really Dave 
Kleinman? 

MR. KASS: Objection to the form. 

A. No. 


Os If you had the actual address it was sent 


from, could you verify with certainty that the 


sender was Dave Kleinman? 
MR. KASS: Objection to the form. 
A. No. 
es How does the Bitmessage software assign 
the name Dave Kleinman to the address or to a 
Bitmessage? 


A. The user of the software has to enter the 
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name in their address book. 

OO. Have you ever communicated with Craig 
Wright? 

A. No. 

oF Have you ever communicated with Dave 
Kleinman? 

A. No. 

O. Have you ever communicated with Satoshi 
Nakamoto? 

A. Not to my knowledge. 

i ee 
Ci 


ee) ee) eee) 
es ee eee) ee) ee eee) ee 


a) 
eerrrrLC“Cté‘CSSTCCSCSCSC(‘(iS 
ee 


= i 
: ae ee 
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MR. KASS: Objection to the form. 


QO. Did there come a time after you released 








the Bitmessage code that someone helped you? 


MR. KASS: Objection to the form. 


MR. KASS: Objection to the form. 
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My user name on GitHub is Atherosl 
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Correct. 


It"s your testimony that == 1s it correct 


that it's your testimony that you started coding the 





Bitmessage program in the summer of 2012? 
A. Yes. 


Do you remember the exact date? 





No. 

Are you familiar with a build date? 
A build date? 

Yes. 

Yes. 


What's a build date? 


Pr O FF TO FP O YP O 


A build date is the date that computer 


software in code form is compiled into a form that 


can be easily used by the public and installed on 





their computers. 
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Is it accurate to say that the first 
step in coding is you start drafting the source 
code? 
That is an -- that is an early step, yes. 


After that stage, we go to the compiling 


Yes. 


At what point in that do you get a build 


When the compiler finishes, that's what I 





would call a build date. 
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EE ee) ee) 

cs eC 
Ee eee 

Q. Do you know how long you took to draft 
this source code in the Bitmessage program? 

A. Something like five or six months. 

Q. I want to understand. You spent five or 
six months drafting the source code, then you 
compiled it, then you continued doing whatever you 
did after that? 

A. Yes. 

MR. KASS: I'm going to introduce as 
Exhibit 1, Defendant's Exhibit 1, to be 
clear. 

(Whereupon, a file was marked as 
Defendant's Exhibit 1 for identification, as 
of this date.) 
es Mr. Warren, do you recognize this 

document? 

A. No, but I recognize some of the text on 
the document. 

Oy What portions of the text do you 
recognize? 


A. This is describing -- I recognize the 


file name for the initial Bitmessage release. I see 
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some times and dates. I see some other texts, which 
leads me to believe this is a scan of the initial 
build of Bitmessage. 

Q. How would someone obtain a scan of the 
initial build of Bitmessage? 

MR. FREEDMAN: We're going to object to 
the document. The witness said he doesn't 
recognize it. 

But go ahead. 
oF Continue. 

A. What was the question? 

ay, My question was: How would someone go 
about creating this through that scan of the 
Original -- you can answer that. How would someone 
go about doing the scan of the original source code 
to obtain this? 

A. This doesn't rook like the scan of source 
code. It looks like a scan of the compiled 
executable file, the one that has been built. 

Ox Thank you. 


A. And the easiest way to obtain this would 


probably be to use some sort of online website. 


Q. Thank you. 
If you look under history, do you see 


where it says creation time? 
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Q. 
Bitmessage 

A. 

Q. 
eS - Tue? 

A. 


Q. 


time. 


Q. 


Yes. 

Do you know what that refers to? 
No. 

Do you see the date over there? 
Yes. 

What date does it say? 

it, says: May 25, 2012. 

Could that be the build date of the 
software? 

It. could be. 


Do you have any reason to suspect that 


Yes. 


What reason do you suspect? 


IT hadn't finished the software at this 


Okay. So other than this -- do you have 


any explanation for why this date says 2012 when 


you're testifying that you hadn't finished the 


software by then? And by 5/25/12, to be clear. 


A. 


No. 


MR. FREEDMAN: Objection to the form. 
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people. 
Os I'm asking you do you know what your 
friends do? 
A. IT don't know what they do. 
OQ. Have you ever had conversations with them 
about coding software? 
Yes. 
Did this ever come up? 
No. 
QO. What are the names of your friends that 


are software coders? 





A. Well, I have the people that I work most 
closely with. One is named Andy Johnson. 
Oe Who else? 
Various people in the Bitcoin community. 


If you would be able to provide me their 


May I ask why? 





First of all, you don't really get to ask 


guestions, but I'll answer anyways. They're 


potential witnesses, and I would like to follow up 


with them if necessary. 
A. I can get you their names later. 
Os I would like to know do you recall their 


names right now? 
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A. No. 

O. So do you remember any of the other names 
of any of your friends that you've collaborated with 
regarding -- I believe you said Bitcoin -- 

A. Bitcoin meet-ups. 

Q. Do you remember any names of the people 
that you've met at Bitcoin meet-ups? 

A. No. I'm blanking. 

Not a one? 
I'm blanking. 


Do you know how many people there are? 





At a typically meet-up? 
Yes. 
Usually upwards of 60. 


How often do you have these meet-ups? 





A. I used to go a lot more often. In 2012 


and 2013, I went to every meeting like every -- 
about every two weeks, I think they were. Lately -- 
IT haven't been to one lately. The last one I've 
before to is probably three months ago. 

Q. Is there any reason why you wouldn't want 
to provide me with their names? 

A. No. 


It's just you're blanking on all 60 


MAGNA®© 


LEGAL SERVICES 


Case 9:18-cv-80176-BB Document 600-18 Entered on FLSD Docket 06/26/2020 Page 73 of 


4 


® 
9 
13 








Page 73 
MR. FREEDMAN: Objection to the form. 
Yes. 
I want to remind you you're under oath in 
this case. Do you remember that? 
= EO) eee 
OD. You're aware you're testifying about very 
important issues? 
A. Yes. 


MR. FREEDMAN: Objection to the form. 


MR. FREEDMAN: Objection to the form. 
Q. Yet you still state you cannot remember 
the names of even one of those 60 people? 
MR. FREEDMAN: Objection to the form. 
A. I'm very bad with names, and that is 
correct, I don't remember. 
Os How about in your day-to-day work? You 
mentioned one person. I believe Andy Johnson? 
A. COPRPECE< 


Any other names that you can recall? 


What are their names? 


QO 
A. Yes. The people that I work with. 
QO 
A 


Brendan Diaz. Another gentleman named 


MAGNA®© 


LEGAL SERVICES 


Case 9:18-cv-80176-BB Document 600-18 Entered on FLSD Docket 06/26/2020 Page 74 of 





Page 74 


Mariano. We have two people named Luis, L-U-I-S. 





We called them LCl and LC2. Another individual 


named Alex. Another individual named Virginia. And 





those are the people I work most closely with. 
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ee 
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EEE 


[== 3 
O. Did you collaborate with anybody in 





developing the Bitmessage software? 


A. No. 





Did you speak with anybody about it? 


Q 
A. Not to my memory. I don't believe I did. 
Q 


Okay. I just want to make sure -- would 
it be accurate that say that as you sit here today 
right now, you're not aware of any instance where 


you collaborated with anybody? 





A. That's correct. 
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ee) eee) 


QO. I want to make sure we're on the same 
page as to what I mean by collaborating and what I 
mean by the software. 

So even if it wasn't specifically, I 
have a question about Bitmessage, just in your 
research, did you speak to anybody? 

MR. FREEDMAN: Objection to the form. 

oO. In the developing of the software, did 
you speak to anybody? 

MR. FREEDMAN: Objection to the 

A. Not that I recall, no. 

Ou. Did you ask -- by speak, I mean ask 
guestions, emails, text. Anything of that nature. 

A. No. 

Q. Okay. Now, you state you don't recall, 
but just based on your knowledge as to how you've 
worked in the past and how software development is 
done, would you be surprised that you didn't speak 
to anybody? 


MR. FREEDMAN: Objection to the form. 


21 
No 
Why not? 
A. Because this was for me a personal 
project, and I was curious if I could accomplish it 
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on my own initially. 

O. Were you afraid that you would be 
embarrassed when you released it and possibly it 
wouldn't work? 

A. Yes. 

on That didn't matter to you? 

A. It did matter, but the only way to gain 
collaborators is to put your work out there and see 
what happens. 

Ox Well, isn't -- another option is that you 


do a smaller release? You send it to some of your 





buddies you have that work in different corporate 
environments and say, hey, I'm developing software, 
I want to send you messages, let's see if it works? 


A. I didn't have enough peers to that have 





experience to judge whether it's good software or 
not. You've brought up network connectivity as a 


primary concern when really there would be a whole 





variety of other things I could have been worried 


about, like whether the encryption is good or bad or 





a variety of other topics, and I didn't have any 


peers that I could have asked about those things. 


QO. I understand. But as far as actual 
connectivity to make sure one message goes from one 


inbox to the other inbox, you didn't want to check 
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that out with any of your friends to make sure that 
worked? 


A. No. 
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Oi. Were you worried that you would release 
the software and someone would say your cryptography 
sucks? 

A. A little bit. 

Ou Did you do anything to alleviate those 
concerns? 


A. No. 





Ox If I were to show you a message where you 





actually reached out to someone to ask for help, 
would that document be forged? 

A. The document might jog my memory. 

OQ. Onis 


A. So I can't guarantee it's forged until I 


have an opportunity to have my memory jogged. 


QO. All right. Let's give it a shot. 
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MR. KASS: I'm going to introduce as 
Defendant's Exhibit number 2. 

(Whereupon, a subreddit document was 
marked as Defendant's Exhibit 2 for 
identification, as of this date.) 

‘oF If you could take a moment to look at the 
document. You can let me know when you're done. 

A. Okay. 

oO. Now, having reviewed this document, do 
you recall whether you asked anybody any questions 
related to Bitmessage? 


A. I don't believe I asked anyone any 


questions related to Bitmessage. I do remember 


talking to a professor at my college a long time 
ago, but it wasn't about anything 
Bitmessage-related. 

On So what was it connected with? 

A. I don't remember. 

Q. Well, if we look at this message, right, 
which portion did you draft? 

A. I drafted the title and the body of the 
message, the body. 

O. Just to clarify, is that the little 
bubble on the top, the bubble on the top left 


corner? 
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A. Yes. 
O.« How about the text right above it that 
begins with RSA? Is that you also? 


A. I believe so. I don't remember making 


Do you have any reason to believe this 
document is forged? 
A. No. 
Q. Okay. So if this document isn't forged, 
did you make it, then? 


A. It appears so, yes. 





Q. Okay. Could you please read the sentence 
that starts with RSA. 
A. Given two different messages and two 


different public keys, can an attacker determine 


which key was used on which message. 


Do you know what that's referring to? 

A. It suggests that I'm asking about 
anonymity. 

Ox Anonymity related to what? 

A. Related to messages and public keys. 

ox Do you know of any software that was 
being developed at that time related to anonymity 
and keys? 


A. I must have been batting around the idea 
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in my head of Bitmessage. 

On bets look at. the date. What"s the date 
on the top right corner next to where it says two 
points? 

A. October 5, 2012. 

Ox At this point in time, were you batting 
around ideas? 

A. Oh, no. 


O. So what were you doing at that point in 


A. I must have been looking for verification 
that my idea for -- for Bitmessage anonymity was 
SOU 

Ou. So would it be accurate to say that your 
guestion related to Bitmessage? 

A. Yes. 


Q. And you were posting this on the public 


web asking anybody if they could help you out with 


regards to that? 

A. Yes. 

on And then under that question that begins 
with RSA, there's a comment ina little bubble. Is 
that comment also yours? 

A. Yes. 


Q. Can you read the text of that comment. 
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A. It says: I've emailed a former professor 
who wasn't completely sure but helped me formalize 


the problem into this title. Is this answer to this 





question different for RSA and ECC and other public 
key algorithms. 

Be ee ee ee) eee ee 

7 

EE a) ee) ee) 

Ee eee eee 
en ee) ee) eee) ee © 
TC 

eS‘ 

a Eee 

2 eee) ee) eee) 
EE eee ee) ee) 

Ew ee 

| EE ee ee ee eee 
ee) eee) 

mi 0 ee) ee) eee) 
ee) eee) eee ee) 
a) 

SF ee ee ee) ee) 

a ee) es ee) 

= i fF 68 F §f £Ff Ff fF fF i 
EE Ee ee ee 


MAGNA®© 


LEGAL SERVICES 


Case 9:18-cv-80176-BB Document 600-18 Entered on FLSD Docket 06/26/2020 Page 82 of 





Page 82 
ES ee ee eee) 
ee ee) ee eee 
2 Ww eee 
ees 





MAGNA®© 


LEGAL SERVICES 


Case 9:18-cv-80176-BB Document 600-18 Entered on FLSD Docket 06/26/2020 Page 83 of 





MAGNA®© 


LEGAL SERVICES 


Case 9:18-cv-80176-BB Document 600-18 Entered on FLSD Docket 06/26/2020 Page 84 of 





Page 84 
a ee) ee) ee) ee) 


a ee) eee) 
OD 
ee eee 
ee) ee ee ee) ee) 
a ee ee) ee ee) eee) 
TC 
BW a ee ee ee eee) eee) 
Ee ee ee) ee) 
BG a 
2 Ww ee 
EW ee eee) ee eee 
me | 
Ew ee) eee 
> 
COU CUCU c e®LULmGTLCUMGTCC‘éC) 
EE 
EE a) 
| 
Ee ee) ee) ee 


MAGNA®© 


LEGAL SERVICES 


Case 9:18-cv-80176-BB Document 600-18 Entered on FLSD Docket 06/26/2020 Page 85 of 





Page 85 
ee eee eee eee eee 
| i ee) eee 
EE 
zz = 
=) EE eee) ee ee) ee) 
| of h6ogLhLhLhUlLU CUM ert em LCLUM LGC 
a 
ee) 
Ee ee ee ae) ee) eee) ee) 


Now that we've established that you've at 


least spoken to one former professor related to 


Bitmessage and you've posted on Reddit to the entire 











web, can you recall any other people or entities 





that you spoke to regarding Bitmessage? 

A. 

| ee 
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There could have been a version of 





Bitmessage that was released on the dark web prior 
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to November 28, 2012? 
A. Yes. 
Q. Okay. 
MR. FREEDMAN: Objection to the form. 
Ox Separately, could a version of the 
software .061 or a different version have been 
released on the dark web prior to October 2012? 
A. No. 
Why? 
A. Because in order to release software 
the dark web, someone would have to have access to 


the code in order to build it, and I did not, so I 


don't see any other possibility. 


QO. You did not what? 


A. I did not build it and release the 








software onto the dark web at all ever. 
Oe But was it built at that point in time in 


October? 





There were surely a variety -- was it 
October? It probably was, yes. I probably 
many times. 
Okay. So could it have ended up on the 
dark web? 
A. If someone hacked my computer, either my 


work or home computer, then it could have been 
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A. 


Q. 


A. 
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released early, yes. 


Is it possible for someone to have hacked 


your home or work computer without your knowledge? 


Yes. 


Are you able to state definitively that 


you were not hacked? 


No. 
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Do you recall having testified a little 
while back that -- or initially having testified 
that you didn't ask anybody questions about 
Bitmessage prior to release? 

A. Yes. 

On Okay. But then after having shown you a 
document, you did recall some communications? 

A. Yes. 


QO. Do you recall having testified that 





nobody else helped you test the software prior to 
release? 
A. Yes. 


Os Is that still your answer or do you think 


possibly somebody did help you? 


I very much believe that I tested it on 


TS it &@ possibility? 


YES. 
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O. Okay. If somebody did help you test it 
prior to release, do you know who that person would 
be? 
A. No. 


oF Could it be any of those 60 people whose 








names you don't recall from the Bitmessage meet-ups? 








Yes. 
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Not that I'm particular attached to. 
None that are backed up, if that's what you mean. 
Q. I want to know do you have any important 


or sensitive information in your text messages. 





A. I probably do. 


Q. Okay. How do you generally communicate 


with people? Written communication. I just want to 


Clarity. 


A. It depends on who I'm communicating with. 








I will use text messages, emails, GitHub comments, 





Reddit posts, Skype. 





QO. How about Bitmessage? 





A. I tried using Bitmessage for general 
communications for a while early on, and I was 
hoping it would catch on. 


Q. What do you mean by that? 
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A. I mean that I used it as much as possible 
to communicate internally with people that were 
interested in using it. Internally to the project. 
Internally to the Bitmessage project. 

ee How about other people in your life? 
Have you used Bitmessage to communicate with them? 

A. I had one friend that I got to use it for 
a little while early on, so yes. 

Q. Other than that one friend, have you used 
Bitmessage to communicate with anybody else? 

A. Friends? 
Anybody. 
Anyone, yes. 


Who? 


Q. 
A. 
Q. 
A. 





I've communicated with people related to 
the Bitmessage project. People who have asked 
guestions through it, just people who I didn't know 


ahead of time asking questions. I think that's 





mostly 2. 
oe Other than people associated with the 


development of Bitmessage or guestions about the 





development of Bitmessage, have you ever used 
Bitmessage to communicate with anybody else? 
A. No. 


Or. That includes friends? You don't use 
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Bitmessage to communicate with friends? 





No. 
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O.. But do you approve every feature before 








it goes out? 

A. For a while, I was approving all the 
features as they went out. Eventually, I gave 
enough access to another individual so that he could 
approve those sorts of features also. 

Q. How long ago did that happen? 


A. Something like four years ago. Three or 





four years ago. 
Ox What's that person's name? 
A. Peter serta. 


Q. Would it be accurate to say there could 


be certain features or functionalities of Bitmessage 


that you're not familiar with? 


A. Yes. 
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On the Bitmessage network, what are 





Nodes are clients that individuals run 


that -- that bounce messages between all of the 





other nodes. All of the nodes collectively form the 





network and relay messages between each other. 





Q. Okay. If one wanted to test if the nodes 
were functioning, how would one do that? 

A. You would connect to several of them and 
send a message to yourself on another client or 
friend or something like that and see if the message 


correctly gets routed through those nodes to the 





destination. 
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A. I would have -- I believe I had a server 
at this time running at my parents' house which I 
think had the website on it, and I could use a 


terminal to view its screen and control its keyboard 





so I could make changes to the server when it was 
necessary. And using that server as one of the 
initial Bitmessage nodes is probably something I 
would have done also. 

oO. I want to clarify. You said at this 
time. What time are you referring to when you were 
doing this testing on the different nodes? 


A. Oh. When I had the software most of the 


way done and was making sure that all the 


communication was taking place as I expected it to. 
Os Can you give me a specific date? 
A. No. 
O. Could it have happened prior to October 
or 2012? 
Yes. 


Where in your parents' house was this 


It was in the basement. 
Okay. How would one access that 
computer? 


A. You would physically access it by opening 
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up a cupboard and attaching a monitor to it. I 
don't think it had a monitor attached normally, 
because I didn't use it with a monitor. I would use 
it remotely. 


Was there a password to get onto this 


Why? 


A. Because there needed to be an access 





control mechanism so that I would be the only one 


able to access it. 





Q. Were there other people in the house that 
had physical access to that server? 
A. Yes. 
Who? 
A. Anyone who was there. My parents and 
brother and sister. 


Ox You were concerned that your parents or 





brother and sister would gain unauthorized access to 
that server? 


A. No. The concern for the password was to 


prevent people on the Internet from accessing it. 


Os Let's just break this down. 


As far as actually interacting with the 
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server, plugging it into a screen, going onto 
that, I'm talking about something physical in the 
house. 
Okay. 
Was there a password for that? 
No. 

Q. So there was your mother, your father, 
your brother, your sister who were in the home with 
the unencrypted server which had a copy of your 
Bitmessage software? 

A. Yes. 

Q. Are you aware of anybody else who was in 
the house? 


They surely had guests. 


Okay. Was that cupboard locked? 


No. 
So it was available to anybody who was in 
the house? 

A. Yes. 
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of getting it, given my skill set at the time. 


Os And the skill set of your professors? 


A. Well, my professor didn't help me with 


en So what did your professor do with 
regards to that communication in Reddit, which I 
believe was Exhibit Defendant's 2? 

A. What did the professor -- say again. 

Q. What was your professor's role? 

A. I must have asked him just basically this 
question. I don't remember emailing him, but it 


appears that I asked him about relating messages 


versus public keys. 


O« Do you have any reason to believe that 


you would ask just your professor just this one 





guestion and didn't ask him anything else related to 
Bitmessage? 


A. Do I have any reason to believe that? 





Os Yeah. 

A. If he wasn't helpful, then I wouldn't 
have followed up. 

Ox Okay. But you could have asked other 
guestions previously where he would have been 
helpful? 


A. 
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QO. You acknowledge at least on one occasion 
where you had a question, you reached out for help? 
A. Yes. 


Q. Now let me ask my question, though: When 





you released the software publicly, November 28, 





2012, it was the best you could do with any 





collaboration that you received from anybody? 
A. Yes. 
MR. FREEDMAN: Objection to the 


you were satisfied with its 





MR. FREEDMAN: Objection to the 
Yes. 
Was it broken when you released 


Yes. I think so. 


A 
Q. 
A. 
Q 


What do you mean by that? 


A. Some people didn't like the fact that it 





used RSA. 
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Os Okay. Were there any other cryptography 
techniques of the Bitmessage software? 

A. Surely a lot, yes. 

‘en Did you ever do an audit of the 
Bitmessage software? 


A. Yeah. One organization or person sent me 


Oo. Do you remember who that organization or 
person was? 
No. 


Do you know what date they sent you that 


No. 
All right? 
A. It wasn't immediate. It was after at 
least some number of months, but I don't remember 
when exactly. 


Q. Do you recall more than one audit being 





sent to you? 
A. No. 
Okay. Could it have happened? 


A. Yes. I mean, it's possible to do audits. 


There are more in-depth versus not very in-depth. I 


recall one formal report being sent. Beyond that, a 


number of people looked at the code and the software 
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and gave their own informal audits. 

Ox Were any of those initiated by you? 

A. No. 
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QO. I could rephrase that. 


You mentioned that if I were to put the 





address into some software, it will tell me what 
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version it 18s? 

A. Yes. 

Qe If I wanted to know at what point in time 
was that system put in place, how would I find that 
out? 

A. You would go to git or GitHub and look at 
the source code that was released initially on 
November 2012 to see if addresses at that time 
supported versions. 

Q. Okay. 

A. If they did, you would know that they 
supported versions from the very beginning. 

Qu. Okay. The way to definitively know, 
someone would look at git and look at the different 
codes? 


A. Looking at the source code in GitHub 


would show you whether addresses have versions very 
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O. Do you consider the forensic examination 
of documents to be one of your skill sets? 

A. No. 

Q. I would like you to look at a document 
that was previously marked Plaintiff's Exhibit 7. 

A. (Witness complies.) 

O. Prior to today, have you seen this 
document? 

A. No. 

ey Do you have any idea how this document 
came to be? 

A. No. 

Ou. Have you done any sort of analysis 


this document? 





A. No. 
Q. Do you have any personal knowledge 
this document? 


A. No. 





QO. Now, I would like you to look at a 


exhibit -- a previously marked exhibit, which 


Plaintiff's Number 8. 
Prior to today, did you ever see this 
document? 
A. No. 


Q. Do you know how this document came to 
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No. 
Do you have any personal knowledge 
related to this document? 
A. No. 
en Have you ever done any analysis of this 
document? 
A. No. 
O. Thank you. I'm going to move on to 
Plaintiff's Number 9. 
Prior to today, have you ever seen this 


document? 


you have any knowledge as to how this 


document came to exist? 


you have any personal knowledge as to 


this documen 





A. 





Ox Have you done any sort of analysis on 


this document? 








A. No. 
Q. Thank you. 


Plaintirr’s LO. Prior to today, have 


you seen this document? 
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A. No. I don't think so. No. 


Q. What's your final answer? JI want to have 
a clear record. 
No. 


Do you know how this document came to 


No. 
Do you have any personal knowledge as to 
this document? 


A. No. 





O.. Have you done any sort of analysis with 


this document? 








A. No. 


Q. it going to move on to Plaintifi*s 11. 


Prior to today, have you seen this document? 


No. 


Do you know how this document came to 





No. 
Do you have any personal knowledge 
relating to this document? 


A. No. 





Q. Have you done any sort of analysis on 


this documen 








MAGNA® 


LEGAL SERVICES 


Case 9:18-cv-80176-BB Document 600-18 Entered on FLSD Docket 06/26/2020 Page 121 of 


a 





Page 121 
MH Ee 2 eee) 


EE) ee eee eee eee ee 


Oe) ee ee eee eee) ee) 
Ee a) 


a 


co 


ee) ee) eee) es ee) 


| 
= 





MAGNA®© 


LEGAL SERVICES 


Case 9:18-cv-80176-BB Document 600-18 Entered on FLSD Docket 06/26/2020 Page 122 of 





Page 122 
ee ee) eee) 
Ew ee eee ee ee 
EE a es) ee 
a) 
Ee ee 
| 
How confident are you that you weren't 
aware of Dr. Craig Wright prior to that discussion 
on Reddit after he was released or, you know, outed 
as Satoshi? 
A. I'm not particularly confident. 
OO. You could have communicated with him 
beforehand? 
A. I'm relatively -- yes. 
OF Could those communications have been 
related to Bitmessage? 
A. Yes. 
OQ. Could those communications have been 
related to an audit of Bitmessage? 
A. Yes. 


QO. Could those communications have been 


related to having him test a version of Bitmessage? 


MR. FREEDMAN: Objection to the form. 
Not prior to release. 


Okay. I'm sorry. That wasn't my 
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guestion. My question was could you have 
communicated with him relating to the testing of 
Bitmessage? 
MR. FREEDMAN: Objection to the form. 
Yes. 
MR. KASS: I'm going to introduce an 
exhibit which I believe will be Defendant's 
3. It's really one exhibit. I just didn't 


have a stapler. I apologize for that. 





(Whereupon, an email was marked as 
Defendant's Exhibit 3 for identification, as 
of this date.) 

O. I need you to just take a minute to look 
the email. 

MR. FREEDMAN: What's the Bates number? 


MR. BASS: It's antéernal, It actually 


hasn't been produced. It wasn't responsive 


to requests. Or we hadn't reviewed it yet. 





I just want to clarify it for the 
record. We did find it in advance of this 
depo. 

MR. FREEDMAN: Is this a real email 
file or a PDF? Can you give me any details 
about this file? 


MR. KASS: I don't know. I'm sorry. 
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don't have that handy. 


A. I've reviewed it. 

Q. What does this appear to be to you? 

A. This is an initial scan using an automate 
tools and some communications from Alan Peterson to 
me regarding prioritizing what to review and what to 
-- like do a security assessment on -- regarding 
Bitmessage. 

oO. Okay. And if you look under where it 
says "hi, Jonathan," would you be able to read the 
next line that starts with the word "I." 

A. it says: 1 have been assigned as project 
manager for the static security software code review 


of the Bitmessage software as agreed with Craig 


Wright on 17th November 2014. 


That's good. Thank you. 


And is there somebody copied on this 


Yes. 
Who is that? 
Craig S<. WEIGHE. 
oO: Does this refresh your recollection 
whether you had heard of Dr. Wright prior to his 
being outed in 2016? 


A. No. 
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Do you believe this email is valid? 
A. Yes. 
Cr Do you have any reason to suspect it's a 
forgery? 
No. 


So do you believe you were sent this 


Yes: 


And do you remember the context of this 


No. 
Okay. Do you know if that security audit 
was ever done? 
A. No. 
Os All right. Do you know if prior to this 
date you communicated with Dr. Wright? 
A. No. 
O. Could it have happened? 
A. Yes. 


QO. And could that communication with Dr. 





Wright have been related to Bitmessage? 


A. Yes. 
Or. And if that communication did happen, 
would you have a copy of that email? 


A. No. 
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Why? 





A. Because I don't have email going back 
ii that. far; 
en Okay. Could that communication have 
happened in 2012? 


A. Yes. 
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en Mr. Warren, do you believe your devices 
were ever hacked? 

A. No. 

Os Do you have any reason to believe that 
they were hacked? 

A. No. 

Os Did you tell Mr. Kass that you cannot 


definitively -- you cannot say definitively that you 





were not hacked because anything is possible? 
A. Yes. 
MR. KASS: Objection to the form. 
Q. Why did you tell Mr. Kass that you cannot 
say definitively that you were not hacked? 
A. Because a hacker might have gotten in 
without me being aware. 
Os What is the probability that you were 
hacked? 
MR. KASS: Objection to the form. 
I have no -- 


MR. KASS: Absolutely no predicate. 


Os What is the probability you were hacked, 


someone took a copy of Bitmessage and distributed 
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that on the dark web? 

MR. KASS: Objection to the form. Lack 
of predicate. 

i) ee) eee) a 
eee eee ee) 
ee) 

mm ee a ee) 
a ee) eee ee) eee) ee) 
ee a ee) 


eee) 
Oo. Would you say it is likely that you were 


hacked? 
MR. KASS: Objection to the form. 
A. No. 
Ou Would you say it's unlikely that you were 
hacked? 
MR. KASS: Objection to the form. 


A. Yes. 





Os Why do you say it's unlikely that you 


were hacked? 





A. Because if someone was to hack into my 


computer, they could have done a lot more than steal 





a copy of Bitmessage. For example, they could have 


stolen cryptocurrency. 


Oi. To your knowledge, has cryptocurrency 
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ever been stolen from you? 

A. No. 

Oa Is it even less likely that you were 
hacked, someone took a copy of Bitmessage, and 
distributed it on the dark web? 

MR. KASS: Objection to the form. 

A. Yes. 

Ove Is it even less likely that you were 
hacked, someone took a copy of Bitmessage, 
distributed that on the dark web, and you've never 
heard about it during your active development of 
Bitmessage over the past seven years? 


MR. KASS: Objection to the form. 





A. Yes. 

O. Have you ever heard of anyone obtaining a 
copy of Bitmessage before you publicly released it 
in November of 2012? 

A. No. 


QO. Have you ever seen any evidence that 


Bitmessage was available to anyone prior to November 


19, 20127 

A. No. 

Q. Besides the messages I've shown you today 
and messages you sent to yourself while testing, 


have you ever seen a Bitmessage that was purportedly 
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sent or receive prior to November 19, 2012? 

A. No. 

‘ee You testified earlier that no one helped 
you test Bitmessage prior to its release; is that 
Correct? 

A. Yes. 

Oo. Then you said, while I very much believe 


I tested it on my own, it is a possibility that 


someone helped; is that correct? 





A. Yes. 
CO. Did you say it was a possibility because 
anything is possible, no matter how remote? 


MR. KASS: Objection to the form. 


MR. KASS: Objection to the form. 


MR. KASS: Objection to the form. 
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QO. Along those lines, I would like you to 
take a look at Defendant's 2, which I think is the 
Reddit post. 

A. Yes. 

EU es ee ee a eee 
EE es) ee ee ee) 
EE 

> 


O. If the professor didn't answer your 
question, did he help you in developing Bitmessage? 


A. No. In fact, I remember him being 





unhelpful. 

O. Did anyone in this thread satisfactorily 
answer your posted guestion? 

A. Yes. 


OG Do you consider that answer to be a 


equivalent helping you develop Bitmessage? 


A. No. 
Q. Do you consider answers to any general 


question you may have posed to be helping you with 





the development of Bitmessage? 





A. No. 


QO. I would like you to look at Defendant's 
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A. Yes. 


Q. Standing here today, do you recall 





compiling the Bitmessage code in May of 2012? 





A. Not specifically in May of 2012. 


Ou If you had compiled the Bitmessage 








in May of 2012, would that code have been 
operational? In other words, does compiling code 
mean that that code functions? 


A. No. 





Q. Would Bitmessage have functioned in May 


ox 20127 





A. No. 


BE 2 ee 0) ee eee) 
ES ee eee ee) eee eee ae) eee) ee) 
SS ee ee ee ee) ee) 

ee) eee 

| Sl ae tl CUCU eCUMT eC 


es Is compiling software something you would 








only do once you considered the code to be complete? 


MR. KASS: Objection to the form. 
A. No. 
Q. Is it something you would periodically do 
as to where you were coding to where you could 


detect errors early on? 
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A. Yes, especially at the very beginning to 





make sure you can compile it in the way you hope to 
at the end. 

en Mr. Kass asked you a series of questions 
about Plaintiff's Exhibit 8, 9, 10, and 1l. 

Do you recall that? 

A. I don't remember the exhibits exactly. 
Those exhibits reflected the Bitmessage inboxes 
updated November 6th, 7th, 8th, 11th, and 13th. 
Okay. 

i. Do you recall looking at those exhibits? 

A. Yes. 

ae You answered to his questions about each 
document that you had not seen any of these 
documents prior to today's deposition; is that 
Correct: 

A. Yes. 


Os Is it at all possible you did see a copy 





of those documents prior to today? 
MS. McGOVERN: As in anything is 


possible in the realm of possibilities? 





MR. FREEDMAN: Amanda. 
A. Yes. 


Os You said that you could have communicated 


with Craig Wright about Bitmessage; is that right? 
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Yes. 

O. Why did you say that? 

A. Because I don't remember the names of 
everyone that I communicated with, especially going 
back that. far. 

Ou But you have a distinct recollection of 
never sharing the Bitmessage code with anyone prior 
to its release on November 29, 2012? 

MR. KASS: Objection to the form. 

A. Yes. 

O. I would like to now draw your attention 
to Defendant's Exhibit 3, which is the email. Did 
you ever respond to this email? 

A. I don't remember. 

Oe Do you recall reaching an agreement with 
Craig Wright at any time prior to December 2, 2014? 

A. No. 


oe Do you know what the email is referencing 





when Mr. Peterson says as agreed with Craig Wright 


on 17th November 2014? 

A. No. 

Q. Do you remember anything at all about 
this email exchange? 


No. 


ee ee ee) ee) ee 
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spoke with -- 
MR. KEEFE: Strike the question. 

Q. Barlier you were asked to name people 
that you had worked with. 

A. Yes. 

on Specatfically, 1 think, in Bit coding 
groups? 

A. Yes. 

QO. You said you were blanking on names at 
the moment but you would be willing to provide those 


names to us later? 





A. Yes. I've remembered two since then. 

an Can you provide them to us. 

A. Yes. One of them is Jonathan Mohan, 
M-O-H-A-N. And the other is -- I'm sure I'll 
remember it soon. 

Q. As you sit here now -- 


A. I remembered. It's Owen Gunden. I don't 





know how to spell it exactly, but it's Gundren or 
Gundrin. 


Os I'm going to hand you what have been 


marked as Plaintiff's Exhibits 7 through 11. They 


all contain at least a page purporting to be a 
Bitmessage sent or received prior to November 19, 


20124 


MAGNA® 


LEGAL SERVICES 


Case 9:18-cv-80176-BB Document 600-18 Entered on FLSD Docket 06/26/2020 Page 146 of 





Page 146 


Do you remember that? 
MR. KASS: Objection to the form. And 


asked and answered. 





A. I remember seeing this exhibit earlier, 


yes. 


MR. KASS: Objection to the form. 


MR. KASS: Objection to the form. 


MR. KASS: Objection to the form. 


a '| 7 iii 


Os Has anything Mr. Kass asked you today 


changed your opinion as to the nature of those 


documents? 
MR. KASS: Objection to the form. 


Is he Mr. Kass? 


No. 


Has anything he's shown you today changed 
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your opinion about those documents? 
MR. KASS: Objection to the form. 


No. 


EE 
2 ee) ee) ee es ee) ee 
Ci 
es) 
Ee) ee) eee) 
Or. Mr. Warren, you testified before that you 


had a copy of a server in your parents' house that 





was running the Bitmessage software. 


A. Yes. 


On Did you store copies of your 


cryptocurrency assets on that server? 
A. No. 
Q. All right. 
Now, my other guestion is -- not 


related to that server, just in general -- how do 





you store your -- the private keys to your 
cryptocurrency assets? 
A. I'm hoping this can be covered as much as 
possible by -- 
MR. FREEDMAN: I can imagine you're 
compromising the security of -- 


QO. I will rephrase it and see if we can work 
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around like that. 
The private keys to your cryptocurrency 
assets, are they encrypted? 

A. Yes. 

OQ. Okay. If somebody were to get into your 
computer somehow, would they be readily available to 
that person? 

A. No. 

What type of encryption do you use? 

A. (No verbal response given.) 


QO. If you're not comfortable, I may be able 





to rephrase it. Are you comfortable answering that 
question? 

A. No. 

Q. Would you rate that encryption as strong? 

A. When I have it in use, it is very, very, 
very strong, yes. 


MR. FREEDMAN: Can you get a time frame 





from him. 
es Since when have you started encrypting 


your Bitcoin private keys? 


A. From the very beginning, from 2011. 


Q. Have you ever stopped encrypting your 
Bitcoin private keys? 


A. Yes. 


MAGNA® 


LEGAL SERVICES 


Case 9:18-cv-80176-BB Document 600-18 Entered on FLSD Docket 06/26/2020 Page 149 of 





Page 149 
QO. When have you stopped encrypting them? 
A. Whenever I accessed the coins, I took 


them out of encryption. 





Q. By accessed, do you mean transacted with? 
A. Yes. Any time I needed to send 


cryptocurrency to an exchange or somewhere else, I 





needed to take them out of my encrypted solution. 


QO. And then after that, would you re-encrypt 


Yes. 


Typically how long does that transaction 





An hour or two. 





Did you encrypt the files for Bitmessage 


while you were working on them? 


A. No. 
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do you waive that right? 





THE WITNESS: I waive it. 








THE VIDEOGRAPHER: The is approximately 
4:51 p.m. This concludes today's deposition. 


We are now going off the record. 





THE COURT REPORTER: You had one 
realtime hook up and a five-day expedite? 
MR. KASS: Yes. 
THE COURT REPORTER: And you had one 
realtime and a five-day expedite? 
MR. FREEDMAN: Yes. 
(Whereupon, the within examination 


was concluded. Time Noted, 4:51 P.M.) 


I have read the foregoing record of my testimony 
taken at the time and place noted in the heading 
hereof and I do hereby acknowledge it to be a true 


and correct transcript of same. 








JONATHAN WARREN 


Subscribed and sworn to before me 


on this _ day of , 2019. 





MAGNA® 


LEGAL SERVICES 


Case 9:18-cv-80176-BB Document 600-18 Entered on FLSD Docket 06/26/2020 Page 151 of 





Page 151 
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CERTIFICATE 


I, Melissa Leonetti, RPR, a Notary 
Public of the State of New York, do hereby certify: 
That the testimony in the within proceeding was 


held before me at the aforesaid time and place. 





That said witness was duly sworn before the 
commencement of the testimony, and that the 
testimony was taken stenographically by me, then 
transcribed under my supervision, and that the 
within transcript is a true record of the testimony 
of said witness. 

I further certify that I am not related 
to any of the parties to this action by blood or 


marriage, that I am not interested directly or 


indirectly in the matter in controversy, nor am I in 


the employ of any of the counsel. 


IN WITNESS WHEREOF, I have hereunto 





signed this 30th day of July, 2019. 


Melissa Leonetti 
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